Data Processing Agreement
according to Art. 28 para. 3 GDPR

between

— Controller, hereinafter referred to as the "Client" —

and the

Cloud86 B.V., Lavendelheide 21-108, 9202 PD Drachten, Netherlands
— Processor, hereinafter referred to as the "Contractor” —

— individually and/or collectively hereinafter referred to as the 'Contracting Party' or
'Party(s)',

1. Subject matter and duration of the agreement
1 The order, the specific description of the service and the duration are regulated in Annex 1

1 The Contractor processes personal data for the Client within the meaning of Art. 4 No. 2
and Art. 28 GDPR on the basis of this contract.

1 The contractually agreed service is provided exclusively in a member state of the
European Union or in a state party to the Agreement on the European Economic Area. Any
relocation of the service or parts of the work thereof to a third country requires the prior
consent of the client and may only take place if the special requirements of Art. 44 et seq.
GDPR are met (e.g. adequacy decision of the Commission, standard data protection
clauses (possibly with additional technical security measures), approved rules of conduct).

1 The Client may terminate the contract at any time without notice if there is a serious breach
by the Contractor of data protection regulations or the provisions of this contract, if the
Contractor cannot or does not want to carry out an instruction of the Client, or if the
Contractor denies the Client's control rights in breach of the contract or if obligations
derived from Art. 28 GDPR are violated.
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2. Type and purpose of the processing, type of personal data and categories of
data subjects:

2 Details on the type of processing (pursuant to Art. 4 No. 2 GDPR), the type of personal
data (pursuant to Art. 4 No. 1, 13, 14 and 15 GDPR) and categories of data subjects
(pursuant to Art. 4 No. 1 GDPR) can also be found in Annex 1.

3. Rights and obligations as well as authority of the client

3 The Client is solely responsible for assessing the permissibility of the processing in
accordance with Art. 6 (1) GDPR and for safeguarding the rights of the data subjects under
Art. 12 to 22 GDPR. Nevertheless, the Contractor is obliged to forward all such inquiries to
the Client without delay, provided that they are recognisably addressed exclusively to the
Client.

3 Changes to the regulatory content of Annex 1 and procedural changes must be jointly
agreed between the client and the contractor and determined in writing or in an electronic
format.

3 As arule, the Client issues all orders, partial orders and instructions in writing or in a
documented electronic format. Verbal instructions must be confirmed immediately in writing
or in a documented electronic format.

3 The Client shall be entitled to satisfy itself of compliance with the technical and
organisational measures taken by the Contractor as well as the obligations set out in this
Agreement, in particular in accordance with Section 5 of this Agreement, prior to the
commencement of processing and then regularly to an appropriate extent or through third
parties. The persons entrusted with the inspection must be given access and insight by the
contractor to the extent necessary. If a third party obliged by the Client to carry out an audit
is in a competitive relationship with the Contractor, the Contractor shall have a right of
objection against the Contractor. The Contractor is obliged to provide the necessary
information, demonstrate processes and provide evidence that is necessary to carry out an
inspection within the framework of the instruction relationship.

3 Inspections shall take place with reasonable notice and during the Contractor's business
hours, and no more frequently than every 12 months. Insofar as the Contractor provides
proof of the correct implementation of the agreed data protection obligations of this
contract, an inspection shall be limited to random samples. Regulations on any
remuneration for additional expenses incurred by the support in carrying out an inspection
at the contractor beyond the scope described above shall remain unaffected.

3 The Client shall inform the Contractor immediately if it discovers any errors or irregularities
in the examination of the results of the contract.

4. Authorized Persons of the Client, Recipients of Instructions of the Contractor

4 The details of this are also set out in Annex 4.

4 In the event of a change or a long-term inability to use the contact persons, the successors
or representatives must be notified to the respective contractual partner immediately and in
principle in writing or electronically.
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5. Obligations of the Contractor

5

The Contractor shall process personal data exclusively within the framework of the
agreements made and in accordance with instructions (Section 3.3 of this Agreement) of
the Client, unless the Client is obliged to carry out any other processing by Union or
Member State law to which the Client is subject (e.g. investigations by law enforcement or
state security authorities); in such a case, the Contractor shall inform the Client of these
legal requirements prior to processing, unless the relevant law prohibits such notification
on the grounds of an important public interest (Art. 28 (3) sentence 2 lit. a GDPR).

The Contractor shall not use the personal data provided for processing for purposes other
than those regulated in Annex 1 , in particular not for its own purposes. Copies or
duplicates of personal data will be made only with the consent of the Client.

The Contractor shall ensure that all agreed measures will be carried out in accordance with
the contract in the area of the processing of personal data in accordance with the contract.
He assures that the data processed for the client will be strictly separated from other
databases.

If available, the data carriers that originate from the Client or are used for the Client are
specially marked. Incoming and outgoing as well as ongoing use are documented.

The Contractor is responsible for the entire execution of his service for the Client. In
particular, he must carry out and document regular inspections in his area.

The Contractor must cooperate to the extent necessary in the fulfilment of the rights of data
subjects under Art. 12 to 22 GDPR by the Client, in the preparation of the records of
processing activities (Art. 30 GDPR) and in the necessary data protection impact
assessments (Art. 35 GDPR) of the Client and provide the Client with appropriate support
as far as possible (Art. 28 para. 3 sentence 2 lit. e and f GDPR). He must forward the
information required for this purpose immediately to the following department of the client:

6. Instructions
6 The Contractor shall immediately draw the Client's attention to this if, in its opinion, an

instruction issued by the Client violates statutory provisions (Art. 28 para. 3 sentence 3
GDPR). The Contractor shall be entitled to suspend the implementation of the relevant
instruction until it is confirmed or amended by the Controller at the Client after review.

6 The Contractor shall correct, delete or restrict the processing of personal data from the

contractual relationship if the Client requests this by means of an instruction and the
Contractor's legitimate interests do not conflict with this.

The Contractor may only provide information about personal data from the contractual
relationship to third parties or the person concerned after prior instruction or consent by the
Client.

The Contractor agrees that the Client is entitled — in principle by appointment — to monitor
compliance with the provisions on data protection and data security as well as the
contractual agreements to an appropriate and necessary extent itself or through third
parties commissioned by the Client, in particular by obtaining information and inspecting
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the stored data and the data processing programs, as well as by on-site inspections
and inspections (Art. 28 para. 3 sentence 2 lit. h GDPR).

6 The Contractor warrants that it will assist in these inspections where necessary.

6 The processing of data in private homes (teleworking or working from home by employees
of the Contractor) is permitted only with the consent of the Client. If the data is processed
in a private home, access to the employee's home must be contractually ensured
beforehand for the employer's control purposes. The measures pursuant to Art. 32 GDPR
must also be ensured in this case.

6 The Contractor confirms that it is aware of the data protection provisions of the GDPR that
are relevant to order processing.

6 The Contractor undertakes to maintain confidentiality in the processing of the Client's
personal data in accordance with the order. This continues even after the termination of the
contract.

6 The Contractor assures that it familiarizes the employees employed in the execution of the
work with the provisions of data protection that apply to them before commencing work and
obliges them to maintain confidentiality in an appropriate manner for the duration of their
work as well as after the termination of the employment relationship (Art. 28 para. 3
sentence 2 lit. b and Art. 29 GDPR). The Contractor shall monitor compliance with data
protection regulations in its company.

6 A company data protection officer has not been appointed by the contractor, as the legal
necessity for an appointment does not exist. The contact person at the contractor is named
in Annex 1 .

6 The Contractor undertakes to inform the Client immediately of the revocation of a
certification in accordance with Art. 42 (7) GDPR.

6 Instructions of the Client shall be retained for their period of validity and thereafter for three
(3) full calendar years.

7. Obligations of the Contractor to notify in the event of disruptions to
processing and personal data breaches

The Contractor shall immediately inform the Client of any disruptions, violations by the
Contractor or the persons employed by the Contractor, as well as of any data protection
provisions or the stipulations made in the Order, as well as of any suspicion of data
protection violations or irregularities in the processing of personal data. This applies in
particular with regard to any reporting and notification obligations of the client under Art.
33 and Art. 34 GDPR. The Contractor undertakes to provide the Client with appropriate
support in its obligations under Art. 33 and 34 GDPR if necessary (Art. 28 para. 3
sentence 2 lit. f GDPR). The Contractor may only carry out reports pursuant to Art. 33
or 34 GDPR for the Client after prior instructions in accordance with Section 4 of this
contract.

8. Subcontracting relationships with subcontractors (Art. 28 para. 3 sentence 2
lit. d GDPR)

8 The Contractor is only permitted to commission subcontractors to process the Client's data
with the consent of the Client, Art. 28 (2) GDPR, which is carried out via one of the
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above-mentioned communication channels (No. 4.) with the exception of oral
permission. Consent can only be given if the contractor informs the client of the name
and address as well as the intended activity of the subcontractor. In addition, the
contractor must ensure that it carefully selects the subcontractor, taking into account in
particular the suitability of the technical and organisational measures taken by the
subcontractor within the meaning of Art. 32 GDPR. The relevant test documents shall
be made available to the Client upon request.

Subcontractors may only be commissioned in third countries if the special requirements of
Art. 44 et seq. GDPR are met (e.g. adequacy decision of the Commission, standard data
protection clauses, approved rules of conduct).

The Contractor must contractually ensure that the agreed provisions between the Client
and the Contractor also apply to subcontractors. In the contract with the subcontractor, the
information must be specified in such a way that the responsibilities of the contractor and
the subcontractor are clearly delineated. If several subcontractors are used, this also
applies to the responsibilities between these subcontractors. In particular, the client must
be entitled, if necessary, to carry out appropriate checks and inspections, including on site,
at subcontractors or to have them carried out by third parties commissioned by him.

The contract with the subcontractor must be drawn up in writing, which can also be done in
an electronic format (Art. 28 para. 4 and para. 9 GDPR).

The forwarding of data to the subcontractor is only permissible if the subcontractor has
fulfilled the obligations under Art. 29 and Art. 32 para. 4 GDPR with regard to its
employees.

The Contractor shall verify compliance with the obligations of the subcontractor(s). The
result of the inspections must be documented and made available to the client on request.
The Contractor shall be liable to the Client for the subcontractor's compliance with the data
protection obligations contractually imposed on it by the Contractor in accordance with this
section of the Agreement.

At present, the subcontractors designated in Annex 2 by name, address and the content of
the contract are engaged in the processing of personal data to the extent specified therein.
The Client agrees to commission them.

The Contractor shall always inform the Controller of any intended change with regard to
the use of new subcontractors or the replacement of existing ones, which shall give the
Client the opportunity to object to such changes (Section 28 (2) sentence 2 GDPR).

9. Technical and organisational measures in accordance with Art. 32 GDPR
(Art. 28 para. 3 sentence 2 lit. c GDPR)

9 Alevel of protection appropriate to the risk to the rights and freedoms of the natural
persons affected by the processing is guaranteed for the specific order processing. To this
end, the protective objectives of Art. 32 (1) GDPR, such as confidentiality, integrity and
availability of the systems and services as well as their resilience with regard to the type,
scope, circumstances and purpose of the processing, are taken into account in
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9

9

such a way that the risk is contained in the long term by appropriate technical and
organisational remedial measures.

In order to ensure that processing complies with data protection regulations, the Contractor
shall bindingly regulate its procedures for regularly reviewing, evaluating and evaluating
the effectiveness of the technical and organisational measures.

The Contractor shall provide evidence of the technical and organisational measures by
means of the completed checklist in accordance with Annex 3 .

Decisions on the organisation of data processing and the procedures used that are
relevant for security purposes must be agreed between the contractor and the client.

If the measures taken by the Contractor do not meet the requirements of the Client, the
Client shall notify the Client immediately.

The measures at the contractor can be adapted to technical and organizational
development in the course of the contract relationship, but must not fall below the agreed
standards.

The Contractor must coordinate significant changes with the Client in documented form (in
writing, electronically). Such votes shall be retained for the duration of this contract.

10.0Obligations of the Contractor after termination of the assignment, Art. 28 (3)
sentence 2 (g) GDPR

1

1

1

After completion of the contractual work, the Contractor shall either hand over to the Client at the Client's
discretion all data, documents and processing or usage results that have come into its possession as
well as to subcontractors, as well as copies that are in connection with the contractual relationship, or
delete them in accordance with data protection regulations or have them destroyed and/or have them
destroyed. The destruction must be carried out in such a way that it is no longer possible to restore even
residual information with reasonable effort. This obligation does not exist if there is an obligation to store
the data under Union law or applicable national law, which includes, in particular, retention obligations
under tax law or commercial balance sheets.

In the event of deletion or destruction, the Client must be confirmed in writing or in a documented
electronic format with the date.

Documentation that serves to prove proper data processing must be retained by the Contractor even
after the end of the contract in accordance with the respective retention periods. He can hand them over
to the client at the end of the contract to relieve him.

11.Liability

1

Art. 82 GDPR applies to the liability of the contracting parties.

1 If the Contractor is solely responsible in accordance with Art. 82 (2), sentence 2 GDPR, it

shall indemnify the Client against claims for damages by third parties.

12.Final provisions
12.1. The following annexes are an integral part of this contract:

Annex 1 Supplement to the Data Processing Agreement
Annex 2 Approved subcontractors
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Annex 3 TOM
Annex 4 Persons authorised to issue instructions

The annexes can be customized; the new version automatically becomes part of the
agreement.

1 Any previous agreements between the contracting parties on the data processing order
pursuant to Section 11 of the Federal Data Protection Act (BDSG) shall be cancelled and
replaced by this order processing agreement pursuant to Article 28 (3) of the GDPR.

1 Amendments or additions to this Agreement must be made in writing or by means of
electronic format. This also applies to a waiver of this written form requirement. There are
no oral ancillary agreements.

1 Agreements on the technical and organizational measures as well as control and audit
documents (also on subcontractors) must be retained by both contracting parties for the
duration of the order processing and thereafter for three (3) full calendar years.

1 If the property or the personal data of the Client to be processed by the Contractor are
endangered by measures taken by third parties (e.g. by seizure or seizure), by insolvency
or composition proceedings or by other events, the Contractor must inform the Client
immediately.

1 The right of retention or any other right to withhold performance is excluded
with regard to the personal data processed for the Client and the associated
data carriers.

1 Should individual provisions of this agreement be or become invalid, the validity of the

remaining provisions shall not be affected.

[Client's company]

Date / Authorized Signature Date / Authorized Signature
Name (in block letters) Name (in block letters)

Title Title

Cloud86 B.V.

Authorized Signature

Maurice Graber

Name (in block letters)

Director

Title
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